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Power Distribution or Delivery Network (PDN)
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Impedance, Z = R + j(2nfL — ﬁ)
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PDN in Hardware Security: PCB Security

PCB Security Issues
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Taxonomy of various security issues in a PCB during its life-cycle

Paley, Steven, Tamzidul Hoque, and Swarup Bhunia. "Active protection against PCB physical tampering." 2016 17th
International Symposium on Quality Electronic Design (ISQED). IEEE, 2016.
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PDN Impedance in Hardware Security: Counterfeit
Detection
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Zhu, Huifeng, et al. "PDNPulse: Sensing PCB anomaly with the intrinsic power delivery network." IEEE Transactions on
Information Forensics and Security (2023).
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PDN Impedance in Hardware Security: Detection of
Hardware Trojan
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Zhu, Huifeng, et al. "PDNPulse: Sensing PCB anomaly with the intrinsic power delivery network." IEEE Transactions on
Information Forensics and Security (2023).
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PDN Voltage Fluctuation in |
EPGA Attack

>
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ardware Security. Remote FIU

Every modern IC is supplied by power through a
complex PDN that starts at the printed circuit
board (PCB) and spans to individual logic gates
in the IC.

The supply voltage at different locations of a
PDN is not constant and depends on the activity
of the logic

di
L — and IR drop
PDN is shared

Sensors to locally monitor the dynamic change
in the supply voltage

Computation on victim can change the sensor
data
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Victim-controlled
logic

AES Core

Logical
isolation

Delay Sensor )

Attacker-controlled
logic

Shared FPGA

Chenglu Jin et al., Security of Cloud FPGAs: A Survey



PDN Voltage Fluctuation in Hardware Security: Monitoring rl“
Run-time Activities

» Having a power sensor to monitor the run-time activities through the
power noise variations on the shared PDN

Target Chiplets FPGA-based CHSM Chiplet Side-Channel Capturing

SW/HW Applications
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Tao zhang et al., SiPGuard: Run-time System-in-Package Security Monitoring via Power Noise Variation
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Prior Research Assumptions FIU

» Runtime PDN impedance is constant

» Logic activities don’t change runtime PDN impedance

» PDN impedance changes when device component is changed or altered

» Logic activities don’t change run-time PDN impedance, but it fluctuates voltage

10
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Measurement Setup
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Impedance, Z = R + j(2nfL — 27tfc)
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Experimental Setup
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Reflected Signal
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Power Consumption is Variable!
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Source: DPA Book and Dr. Yossi Oren 12
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Runtime Device Impedance is Variable
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CMOS inverter — equivalent impedance model

= M. S. Awal and M. T. Rahman, "Disassembling Software Instruction Types through
Impedance Side-channel Analysis,” IEEE HOST, 2023
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Impedance:

Operation Dependencies
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Impedance operation dependency (a) XOR, (b) XNOR (A=0,B=0,C=1,D=0)
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Power Depends on Instruction

7 .' .' .' ! !
LCALL SET_ROUND_TRIGGER

MOV A,ASM_input + O ; load a0
XRL A,ASM_key + O ; add kO
MOVC A,@GA + DPTR ; S—box look-up
MOV ASM_input, A : store al
LCALL CLEAR_ROUND_TRIGGER

738 749 761 785 797 809 833 845 869 881 903

Clock cycles

15
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Device Impedance Depends on Instructions
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RQ(Z) = M. S. Awal and M. T. Rahman, "Disassembling Software Instruction Types through
Impedance Side-channel Analysis," IEEE HOST, 2023
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Power Depends on Data
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Source: DPA Book and Dr. Yossi Oren
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Device Impedance Depends on Data
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Impedance Side-channel: Disassembling Instructions FIU

@ Overwriting malware

Targeted

» Software/Firmware may be
» Protected in memory

> Unavailable

» Decrypted before execution @ Prepending malware
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Side-channel to Disassemble SW Instructions

. Profiling/Training phase
Profiling assembly 9 gp
snippets .
add ro, r1 v Labeling
add rl, r .
add r3, r4 .. Side-channel ['\ |h Featurgs ] Learr“ng
— — N ]\,,_,N..f\\-\ extraction :
7 Acquisition Algorithm
Clone device |preprocessing
Instruction classifier
Attack phase l
Unknown -
Program ;."»Jk"'k.ﬂ'k = >| xor r2, r2
ror g: ﬁ | 4 Side-channel _ Instruct-lon k W Featurfes ~[oub 72, 72 Jwrong)
nov 10, 13 Acquisition | | ([ Extraction e Extraction
2 LAY (. >
. ] AN — >| mov r@, r3
Target device |Preprocessing
Instruction Flow

High level architecture of a side-channel disassembler

Cristiani, V., Lecomte, M., & Hiscock, T. (2020). A bit-level approach to side channel based disassembling. In Smart Card

Research and Advanced Applications: 18th International Conference, CARDIS 2019, Prague, Czech Republic, November
11-13, 2019.
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Impedance Side-channel: Group of Instructions

FIU

» Instruction group:
» Type 1: Data transfer

Type 2: Arithmetic/logic

>
» Type 3: Rotate
>

» Different groups of circuits are used to execute different types of instructions

Type 4: Branch

SeRLoP Research

[ Instruction type | Opcode | Operands | Description | Operation |
o T gt MOV R1, R2 Load from memory to register Rl «+ R2
Type 1: Data transfer LDI R1, K Load an integer into register Rl + K
ADD R1, R2 Addition of two numbers R1 « R1  R2
SUB R1, R2 Subtraction two numbers Rl +— Rl — R2
Type 2: Arithmetic/logic AND RI, R2 Bit-wise AND operation Rl « RI1 & R2
OR R1, R2 Bit-wise OR operation Rl + RI1 | R2
EOR RI1, R2 Bit-wise XOR operation Rl +— Rl & R2
LSL RI Binary shift to the left (1 bit) Rl[n+1] + RI[n], R[0] + 0O
3: - - - -
Type 3: Rolate SR RI Binary shift to the right (1 bi) | R1[n] <~ Ri[n+1], R[7] < 0
m . BREQ K Branch if equal ifZ = 1. PC « PC+K+ 1
Type 4 Braoch BRNE K Branch if not equal iTZ = 0: PC < PCIK |1

All Rights Reserved
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Impedance Side-channel: Results and Analysis  FIU

> PCA:
» Linearly transforms the data into a new coordinate system to capture the most variation in
the data

» |Is used to reduce feature dimensionality
» Obtained 1273 features
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Histogram of Impedance Distribution of principal components

= M. S. Awal and M. T. Rahman, "Disassembling Software Instruction Types through
Impedance Side-channel Analysis," IEEE HOST, 2023
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Impedance Side-channel: Results and Analysis (cont.) FIU

» Machine learning
» SVM, AdaBoost, kNN, Linear discriminant analysis (LDA)
» F1, recall, specificity, precision, accuracy > 90%

g - - £ |5 3
. : |: |3 |2 |E |&

Classifier = R S S 3 =

= — o 2 g g

> - N A <
SVM 98.6% 98.6% 98.1% | 99.6% | 98.2% | 98.6%
(Kernel: Cubic)
AdaBoost 97.2% 96.5% 96.4% | 99.2% | 96.6% | 97.3%
kNN 96.5% 94.8% 94.6% | 98.7% | 95.0% | 96.0%
Linear 94.9% 95.5% 05.5% | 98.9% | 95.5% | 96.6%
discriminant

Table. Instruction Disassemble Accuracy

= M. S. Awal and M. T. Rahman, "Disassembling Software Instruction Types through
Impedance Side-channel Analysis," IEEE HOST, 2023
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Impedance Side-channel: Individual Instruction

FIU
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start:
LDI R21, 1

main:
MOV R20, R21

LDI R21, 1
LDIR22, 7

v
loop1:
ADD R20, R21
CPIR20, 5
BREQ loop2

loop2:

OR R20, R22
LSL R21

AND R22, R21
RJMP loop1

start:
= SETR1,0
SET R2, 1
loop2:
|| SETR2, 1
ADD R1, R1, R2
loop1: A
LOAD R1, R2, 0 r ORR1, R, R2
SET R3, 128 v
STORE R2, R3, 0 BEQR1, 3
1 SET PC, loop2
. 2
SET RS, 0 XOR R1, R1, R2
SET R1, 1 SETR4,0
SHR R5, R2, R1 SETR2, 2
AND R4, RS, R2 SHL R4, R1, R2
BNEQ R4, 3
SET PC, loop3
SET PC, loop1

(a)

¥

EOR R20, R22
MOV R23, R22

|| SUB R23, R20

MOV R20, R23
CPIR20, 3
BRNE main

(b)

Code snippet used in experiment (a) Artix 7 FPGA, (b) ATmega328P

All Rights Reserved
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ISCL at Different Frequency Points
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(© (d)
Impedance profile distribution: Artix 7 at (a) 1 GHz, (b) 2.3 GHz, and ATmega328P at (c) 1 GHz, (d) 2.3 GHz.

M. S. Awal and M. T. Rahman, “Impedance Leakage Vulnerability and its

Utilization in Reverse-engineering Embedded Software”
SeRLoP Research All Rights Reserved 26



Individual Instruction: Results and Analysis FIU

0.2, < LOAD - ADD <« OR s SHR 0.04r
X ¢ »| + STORE - SUB + XOR + BEQ
§ .o SET - AND + SHL + BNEQ
)
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* ADD + LSR
. SUB s BREQ
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Second Principal Component
Second ,Principal Component

- OR
: : -0.08 ' !
03 -0.1 0.1 0.3 05 0.7 -0.04 0 0.04 0.08 0.12
First Principal Component First Principal Component
(a) Artix 7: two major principal component distributions. (b) ATmega328P: two major principal component distributions.
Distribution of principal components (a) Artix 7 FPGA, (b) ATmega328P
TABLE I1: Classification scores for detecting program instruction.
| Device | Classifier || Validation Score | Fl-Score | Recall | Specificity | Precision | Accuracy |
SVM (Kernel: Linear) 92.8% 026% | 92.7% 99.3% 92.7% 92.6%
FPGA AdaBoost 91.8% 20% | 92.0% 99.3% 02.1% 20% |
Linear Discriminant 86.6% 87.2% | 87.3% 98.8% 87.3% 87.3%
SVM (Kemel: Quadratic) 95.0% 96.1% | 96.1% 99.6% 96.1% 96.1%_
ATmeoa328P Bagged trees 92.5% 91.6% | Y1.7% 99.2% 91.6% 91.6%
& Tincar Discriminant 889% 022% | 920% | 92% | 928% | 922%

* M. S. Awal and M. T. Rahman, “Impedance Leakage Vulnerability and its
Utilization in Reverse-engineering Embedded Software”
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AES Algorithm

Plaintext

>

S-box

Sub-bytes

v
Shift-rows
v

Cipher key
v

Key expansion

v

Round key [0]

Round key [1]

Mix-columns

v

Add round key

Round key [n]

v

Cipher text

SeRLoP Research

Q 1 2 3 4 5 6 7 8 9 A B Cc D E F
0 63 |7C | 77 7B |F2 (6B | 6F |C5 | 30 | 01 | 67 | 2B FE | D7 | AB | 76
1 CA| 8 |C9 7D |FA | 59 |47 ([ FO | AD| D4 | A2 | AF 9C | A4 | T2 | CO
2 Bf |FD | 93 26 | 36 | BF | F7 |CC | 34 | A5 | ES | F1| 71 | D8 | 31 15
3 04 | C7 | 23 C3 | 18 | 96 | 05 [9A | 07 | 12 | 80 | E2Z EB | 27f | B2 | 75
4 09 | 83 | 2C ‘ 1A | 1B | 6E | 5A | AD | 52 | 3B | D6 | B3 I 29 | E3 | 2F | 84
5 3 | D1 | 00 ED | 20 FC | B1|5B|6A |CB | BE | 39 4A | 4C | 58 | CF
6 DO | EF |AA FB | 43 | 4D | 33 | 85 | 45 | F9 | 02 | 7F A 50 | 3C | 9F | A8
7 51 | A3 | 40 B8F | 92 | 9D | 38 | F5 |BC | B6 | DA | 21 10 | FF @ D2
8§ |CD|0C |13 EC | 5F | 97 | 44 | 17 |C4 | A7 | TE | 3D 64 | 5D | 19 | 73
9 60 | 81 | 4F [ DC | 22 | 2A | 90 | 88 | 46 | EE | B8 | 14 ‘ DE | 6E | OB | DB
A |EO | 32 | 3A O0OA |49 06 | 24 |5C | C2 | D3 | AC | 62 91 | 95 | E4 | 79
B E7 | C8 | 37 €D |8D D5 | 4E | A9 | 6C | 56 | F4 |EA 65 | 7A | AE | 08
C|BA| 78 | 26 2E |1C | A6 | B4 | C6 | ES |DD | 74 | 1F | 4B | BD | 8B | 8A
D 70 | 3E | B5 66 | 48 | 03 | F6 [OE | 81 | 35 | 57 | B9 86 | C1 | 1D | 9E
E E1 | F82 | 98 11 | 69 D9 | 8E | 94 | 9B | 1E | 87 | E9 | CE | 55 DF
F 8C | A1 |8 0D |BF | E6 | 42 | 68 | 41 | 99 | 2D | OF BO | 54 (BB | 18

All Rights Reserved
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Impedance Side-channel Analysis FIiU

Intermediate value

Impedance Traces Slantext
. s A =
DeVICe |~ VNA _‘g I i | ‘ ‘ i w-bytes Key eXpansion
o) ’ i \ ¥
3 Round key [1]
_I_LI_LI_Il_l_ Mix-columns
‘ ‘ ‘ ¥ Round key [n]
Frequency points | Add round key }-ﬁ
— —
Cipher text
Impedance Estimation‘
: Leakage Correlation "
Plaintext » . | original Key |
Model: HW Analysis J y
f HW-based leakage model

HWO | HW1 | HW2 | HW3 | HW4 | HW5

Z0 Z1 /2 Z3 Z4 Z5
SeRLoP Research All Rights Reserved 30
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Side-channel Analysis: Impedance Estimation

Fl

U

» Estimate Impedance values for a key
guess

>
>

>

SeRLoP Research

Guess what a byte of the key will be

Compute the intermediate value-sbox
(plaintext*key)

Use the intermediate value in
Impedance model to estimate
hypothetical leakage

Do this for each plaintext and all key
values

[

Secret

i key
VNA Correlation | x€y
Analysis
1 Impedance
Estimation
Clock Halt Leakage
JUulLit Model 'J
Plair|1<tg¥ :: [Encryption J Guess key
t
Estimates
Key P1 P2 P3 P4 P5
Guess
K1 21 VAV 213 Z14 25
K2 L L3 £33 L4 L5

All Rights Reserved
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Side-channel Analysis: Correct Key Extraction FIU

_ . _ Measurements
» Find correlation between estimated

hypothetical leakage and measurement
values Zyy | Zo | Za | Za | Zs | 0.25

ZlZ Z22 Z32 Z42 Z52 0.37

T1 T2 T3 T4 T5 P

» Select the key guess with highest
correlation Zi3 | Zoz | Zaz | Zsz | Zsz | 50.82

> Get the maximum absolute correlation | %4 | %24 | % | % | Zea | 076

value for each possible subkey > Breaks the full AES-128 key in 16

» Pick the subkey with the highest separate 1-byte chunks -subkeys
correlation (16*8=128)
Estimates > Max attempts = 16 x 28 = 212
P1 P2 P3 P4 P5 = 4096 instead of 2128 attempts
Z, Z, Z, Z, Zs

SeRLoP Research All Rights Reserved 32



AES Key Extraction: Impedance Side-channel FIlU

Impedance Side Channel

—

— Correct Key
\ Wrong Keys
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o
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Correlation
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\A-
e ;
T o e

o©
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o
w

o
(X

20 40 60 80 100 120
Number of Traces

Number of plaintext vs correlation of guessed keys

Awal, Md Sadik, Buddhipriya Gayanath, and Md Tauhidur Rahman. "Impedance vs. Power Side-channel
Vulnerabilities: A Comparative Study."

Max attempts required to break 128-AES = 4096
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AES Key Extraction: Impedance Side-channel FIlU

_SubKey1=37 - SubKey2=10 SubKey3=71 - SubKey4=56

(.2 TR 2t & 0.2 L aitsatthaat b i 0.2%= ML A e e : S NV L P
0 10 200 0 100 200 0 100 200 0 100 200
SubKey5=176 SubKey6=82 o SubKey7=21 _ SubKey8=21

o
w
< “t

Y
A<

0 100 200 0 100 200 0 100 200 0 100 200
SubKey10=62 i SubKey11=144 SubKey12=61

Correlation

0 100 200 0 100 200
SubKey14=223 _ SubKey15=22

; e AL N 0'2 i Say < STy
0 100 200 0 100 200
Key Guesses

16 subkeys (8 bit) extraction of 128-AES
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Extracting AES-128 Key: Power vs. Impedance
Side-channel

)
[ h 4 I

33V ,
Controller >
(FPGA) P
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Power vs. Impedance Side-channel Attack FIU

0.40 0.50 0.50 0.50 0.70

SubKey1=37 SubKey2=10 SubKey3=71 SubKey4=56 SubKeyl1=37 0.60 SubKey2=10 0.60 SubKey3=71 0.60 SubKey4=56

0.30

0.20

100 200 100

0
SubKey5=176 SubKey8=21
- LA -
5 & o O g
'S 025 - g 0.40
& & '
S 013 ' '_ g 0.20%
0 100 200
= =
g SubKey9=244 E
3 3
E g 0.45 0.40
: _ . 1 o, N o _ ) R
0 100 200 0 100 200 0 100 200 0 100 200 0 100 200 0 100 200 0 100 200 0 100 200
SubKey13=100 SubKeyl14=222 SubKeyl15=22 SubKey16=127 SubKey13=100
0.40 0.40 | 0.40 0.40 0.70
027 0.27 0.45
10,15 = 0.15
100 0 100 200
Gussed Subkey Gussed Subkey
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Power vs. Impedance Side-channel Attack FIU
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Power vs. Impedance Side-channel Attack (with Noise) FIU
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Conclusion FlU

>

>

mpedance side-channel offers better information leakage compared to
power side-channel

mpedance side-channel is less noisy than power side-channel

» Noise that protects power side-channel may not protect systems from

Impedance side-channel leakage. However, further study is required

» Countermeasures: Impedance randomization or impedance hiding

39

SeRLoP Research All Rights Reserved



Question and Answer

« Contact Information,
— Tauhidur Rahman
— Assistant professor, Dept. of ECE, Florida International University
— E-mail: mdtrahma@fiu.edu
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